	



	

REGISTER NUMBER:


	NOTIFICATION FOR PRIOR CHECKING

	
Date of submission: 


Case number:


Institution:


Legal basis: article 25 of the regulation CE 45/2001(1)

	(1) OJ L 8, 12.01.2001



	
INFORMATION TO BE GIVEN(2)

	(2) Please attach all necessary backup documents


	 1/ Name and address of the controller

Agency for the Cooperation of Energy Regulators (the ‘Agency’)
Trg republike 3
SI-1000 Ljubljana
Slovenia
 

	 2/ Organisational parts of the institution or body entrusted with the processing of personal data 

The Agency’s department in charge of processing of the personal data is the Market Monitoring Department.

Mr Volker Zuleger, Head of Market Monitoring Department, 
Postal address: Agency for the Cooperation of Energy Regulators (ACER)
Trg republike 3
SI-1000 Ljubljana, Slovenia
E-mail: Volker.Zuleger@acer.europa.eu  
Phone: +386 (0) 820 04 618


	 3/ Name of the processing 

The Centralised European Register of Energy Market Participants (‘CEREMP’) and publication of the European Register of Market Participants (the ‘Register’) 


	 4/ Purpose or purposes of the processing 

The purposes of the processing is the following:

· Establishment and operation of the European register of market participant under Article 9(3), third sentence, of Regulation (EU) No 1227/2011 of the European Parliament and of the Council of 25 October 2011 on wholesale energy market integrity and transparency (‘REMIT’); 
· Publication on the dedicated website of the European register of market participants, or extract thereof, in line with Article 9(3) of REMIT (Last Sentence);
· [bookmark: _Toc379377078]Provision of information necessary for market participants to complete their registration obligations according to Article 9(1) of REMIT (as explained at point 12 below);
· Improvement of transparency of the wholesale energy markets; 
· Market monitoring purpose under Article 7(1) of REMIT (to be implemented in the future and subject to a separate notification); 
· Data collection purpose under Article 8(1) of REMIT (to be implemented in the future and subject to a separate notification). 

According to Article 9(1) of REMIT, market participants entering into transactions which are required to be reported to the Agency under REMIT shall register with the NRA in the country in which they are established or active. 

Under Article 9(2) of REMIT, not later than three months after the date on which the European Commission adopts the implementing acts, national regulatory authorities (the ‘NRAs’) shall establish national registers in which market participants shall register and maintain up to date. 

Further, under Article 9(3) of REMIT (First Sentence), the NRAs shall transmit the information in their national registers to the Agency.

In accordance with Article 9(3) of REMIT (Second Sentence), the Agency shall, in cooperation with NRAs, determine and publish the format in which the NRAs will transmit the information to the Agency. Such format was determined and published by  ACER Decision No 01/2012 of the Agency for the Cooperation of Energy Regulators of 26 June 2012 relating to the registration format pursuant to Article 9(3) of Regulation (EU) No 1227/2011 (’Decision 01/2012’)[footnoteRef:1]. [1:  Decision 01/2012 is attached as Annex 1 to this Notification.] 


Under Article 9(3) of REMIT (Third Sentence), based on the information provided by NRAs, the Agency shall establish the Register. In order to meet this obligation, the Agency developed the CEREMP application. The scope of this application covers both the Agency’s Register and the national registers of market participants, in case NRAs wish to adopt CEREMP for managing their own national register. At NRAs level, operating agents, identified by each NRA, are appointed as persons responsible for operation of CEREMP application. 

The purpose of establishing the Register is to collect within one system all information on market participants provided by the NRAs. The Register aims to enhance the overall transparency and integrity of wholesale energy markets. By providing NRAs and other relevant authorities’ (as defined at point 12) access to the Register in line with Article 9(3) of REMIT (Fourth Sentence), the Register facilitates overall transparency and integrity of wholesale energy markets.

Further, in line with Article 9(3) of REMIT (Last Sentence), the Agency intends to make part of the Register publicly available, on a dedicated website, with a view to (i) provide market participants with information necessary to complete their registration obligations according to Article 9(1) of REMIT and (ii) contributing to enhanced market knowledge and transparency of wholesale energy markets. Such transparency will help building confidence in the market and foster the development of knowledge about the functioning of wholesale energy markets. 

Finally, the collected data will also be used to validate/enrich the reports on transactions with wholesale energy products according to REMIT.


	 5/ Description of the category or categories of data subjects 

The following categories of data subjects can be identified:

· The Market Participant in case the market participant is a natural person (the ‘MP’);

· The Responsible Person designated by the market participant (the ‘RP’) (Section 2 of Decision 01/2012);
· The Responsible Person is each natural person designated by the MP for being either responsible of trading decisions at management level, or being entrusted with operational decisions or being the contact person for communications.

· The Ultimate Controller and/or Beneficiary of the market participant, in case it is a natural person (the ‘UC’) (Section 3 of Decision 01/2012)
· For the purposes of registration, the Ultimate Controller is regarded as the natural (or legal) person that exercises significant influence over the management of the market participant through a controlling interesting or voting power in that market participant or its parent, irrespective of whether control is interposed directly or through a combination of other companies.

· Delegated party for reporting on behalf of the market participant in case it is a natural person (‘the DP’) (Section 5 of Decision 01/2012)
· For the purposes of registration, the Delegated party for reporting on behalf of the market participant is regarded as the natural (or legal) person delegated to report on behalf of the market participant.

· Operating Agent[footnoteRef:2] (the ‘OA’)  [2:  Operating Agent is defined in the Service Level Agreement on CEREMP (attached as Annex 2 to this Notification), page 1.] 

· Staff dedicated by NRAs necessary for operating the CEREMP system. OA’s details, described in Section 6 below, are communicated by NRA to the Agency without delay.


	 6/ Description of the data or categories of data

The Agency will process the following personal data of the MP: 

· Full name of the MP;
· Birth data (Date, City and State);
· Address (Street, City, Postal code, State);
· VAT Number;
· EIC (Energy Identification Code of the MP);
· BIC (Bank Identifier Code of the MP);
· LEI - (Legal Entity Identifier of the MP);
· GS1 - (Global Location Number of the MP within the GS1 coding scheme);
· Interoperability national code (Code to be defined by the NRAs for country-specific interoperability);
· Trade Register (Registration number in the national or local trade register and indication of the register);
· Website (URL of the homepage of the MP website);
· ACER CODE (unique identifier for registration purposes granted by the Agency).
· As required by Article 9(2) of REMIT, each MP registered under REMIT will be issued with a unique identifier (the "ACER CODE"). The ACER CODE will later enable MP to report data under Article 8 of REMIT. Market participants will also need the list of ACER CODEs in order to provide information relating to Section 4 of registration format (Decision 01/2012) (data related to the corporate structure of the MPs). The ACER CODE will be issued upon the transmission for the first time of the information in the national registers to the Agency, in accordance with the ACER Decision No 01/12.

The Agency will process the following personal data of the RP: 

· Role of the RP as assigned by the MP (possible values: (i) responsible of trading decisions, (ii) responsible of operat. decision, (iii) contact for communications );
· Role Details (Organisational position of the RP within the MP) 
· Surname and Given name;
· Address (Street, City, Postal code);
· E-mail, Telephone, Fax.

The Agency will process the following personal data of the DP: 

· Full name of the DP;
· ACER code.

The Agency will process the following personal data of the UC:

· Full name of the UC;
· Address (Street, City, Postal code, State);
· Birth data (Date, City, State);
· E-mail and Telephone;
· Personal Data (fiscal code/Personal security number/ID card number/passport number);
· Capacity (UC role in case of natural person) (only applicable in case UC is a natural person);
· VAT number.

The Agency will process the following personal data of the OA:

· Full name of the OA;
· Email and Telephone.


	 7/ Information to be given to data subjects

Data subjects will be informed that their data will not be publicly available save for the data the Agency decides to publish in line with Article 9(3) of REMIT as per point 12 of this Notification Form. A data privacy disclaimer[footnoteRef:3] will be included for MP, RP, DP and UC on the Register website. For OA, the data privacy disclaimer is included in the Annex VII of Service Level Agreement on CEREMP[footnoteRef:4].  [3:  A data privacy disclaimer for MP, RP, DP and UC is attached as an Annex 3 to this Notification. ]  [4:  Annex VII of Service Level Agreement on CEREMP is attached as Annex 4 to this Notification.  ] 


In the data privacy disclaimer, the Agency will provide data subjects with information on:

· Identity of the controller in practice;
· Purpose of processing; 
· Lawfulness of the processing operation; 
· Recipients of the data processed; 
· Categories of data collected and processed; 
· Data when data processing starts; 
· Data storage and data retention policy; 
· Data subject rights; 
· Contact details of data controller.

The data privacy disclaimer will also include the following information on data processing: “The Agency will receive the personal data from the national registers, operated by NRAs”. 
[bookmark: _GoBack]

	 8/ Procedures to grant rights of data subjects 

The rights of data subjects are defined by Regulation (EC) No 45/2001. In particular, data subjects have the right of access, rectification, blocking of data, and erasure.  

In line with the relevant national law, data subject may request relevant NRA collecting its data to: (i) clarify its rights and (ii) delete or amend such data, if such need arises and is supported. Any modification of data collected by NRAs in registration form, defined under Decision 01/2012, will automatically update such data in the Register. 

Also, in accordance with Article 9(5) of REMIT, MPs shall communicate promptly to the NRA any change which has taken place as regards the information provided in the registration form. 

Further, in relation to personal data within the Register, data subjects can directly request the Agency (using contact email address: DPO@acer.europa.eu) to: 
(i) clarify their rights; and 
(ii) delete or amend such data, if such need arises and is supported.

Finally, the data subjects may at any time consult the Market Monitoring Department processing the personal data, or have recourse to the Data Protection Officer of the Agency and to the European Data Protection Supervisor (contact details for DPO and EDPS will be part of the data privacy disclaimer, please see Annex 2 to this notification). 


	 9/ Automated / Manual processing operation 

Personal data of MP, RP, UC and DP transferred form national registers to CEREMP are subject to automated processing operations. 

Personal data of OA transferred from NRAs to the Agency are subject to automated processing operations. 


	 10/ Storage media of data

The data of MP, RP, DP and UC will be stored by Telekom Slovenije on magnetic and SSD storage media. In order to protect the data in case of national disaster, the data will be stored at two different premises.

The OA data received is stored in the database of the Agency Service Management tool. This allows the Agency’s Central Service Desk (CSD) agents to identify and verify OA when they call/send emails. In addition, it allows the CSD to follow-up with them to ensure effective and efficient resolution of incidents and requests but also to provide them status updates. The tool used is hosted in the Agency Data Centre and stored by Telekom Slovenije . 

In addition, the personnel authorized to access and process the data is strictly limited to duly authorized ACER staff. External contractors are bound by the confidentiality rules and data protection provisions established according to the Framework Contracts in place from time to time. 


	 11/ Legal basis and lawfulness of the processing operation 

In line with Article 5 letter (a) and (b) of Regulation 45/2001, the processing is necessary for compliance with a legal obligation to which the controller is subject. 

More in particular, under Article 9(3) of REMIT (Second to Fourth Sentence), the Agency shall establish the Register and shall, in cooperation with NRAs, determine and publish the format in which the NRAs will transmit the information in their national registers to the Agency. Also, NRAs and other relevant authorities shall have access to the Register.

In addition, in line with Article 9(3) of REMIT (Last Sentence), the Agency may decide to make the Register, or extract of thereof, publicly available provided that commercially sensitive information on individual market participants is not disclosed. 

Finally, the ultimate objective of personal data processing within the Register is fulfillment of the obligations defined by REMIT in its Article 7 (Market monitoring) and Article 8 (Data collection).

The Agency will process OA’s data in line with Article 2.3, 4.4 and 4.5 of the Service Level Agreement on CEREMP.


	 12/ The recipients or categories of recipient to whom the data might be disclosed

In line with the purposes of data processing, the data of MP, RP, DP and UC is disclosed to the following recipients or categories of recipients: 

1. For the establishment and operation of the European register of market participant in line with Article 9(3) of REMIT, the Market monitoring purpose under Article 7(1) of REMIT, and the data collection purpose under Article 8(1) of REMIT, the following recipients will have access to the data identified above:

· Staff of the Agency working in the Market Monitoring Department;
· Staff of the NRAs;
· Lutech (contractor and developer of CEREMP system, responsible also for CEREMP maintenance);
· Telekom Slovenije (contractor and developer of CEREMP system);
· Market participants (for their own data);
· Other entities entitled to access the data under REMIT (i.e. entities defined in Article 10(1) of REMIT i.e. competent financial authorities of the Member States, national competition authorities, ESMA and other relevant authorities.

As for the OA’s data, it will be disclosed to the following recipients or categories of recipients: 

· Staff of the Agency working in the Market Monitoring Department;
· NRAs;
· Lutech (contractor and developer of CEREMP system, responsible also for CEREMP maintenance);
· Telekom Slovenije (contractor and developer of CEREMP system); and
· S&T (provider and operator of the Central Service Desk for CEREMP).

Disclosure of data to NRAs is if the recipient establishes that the data are necessary for the performance of a task carried out in the public interest or subject to the exercise of public authority pursuant to REMIT.

Disclosure of data to Lutech, Telecom Slovenije, and S&T is realized in the execution of Framework and Specific Contracts. Contractors are bound by the confidentiality rules and data protection provisions established therein. 

2. For the publication of the Register, or extract thereof, in line with Article 9(3) of REMIT (Last Sentence), the provision of Information necessary for market participants to complete their registration obligations according to Article 9(1) of REMIT; and the improvement of transparency of the wholesale energy markets, the data identified below will be freely accessible to the public: 

· Full name of the market participant (either company name if legal person or full name if natural person) (Field 101, Section 1);
· ACER CODE: unique identifier for registration purposes (Field 121, Section 1);
· Address, City, Postal code (Fields 108 to 110, Section 1);
· EIC, BIC, LEI, GS1 (Fields 113 to 116, Section 1);
· State: Member State or Country where the market participant is resident (Field 107, Section 1);
· NRA: NRA which processes the registration (Field 111, Section 1);
· Website: URL of the home page of the website of the market participant (Field 119, Section 1);
· Publication Inside Information: Place of publication of insider information, if different from the website of the market participant (Field 120, Section 1);
· Date of validity: Date of validity of the information collected in Section 1 (Field 123, Section 1).

If appropriate, access will be given to the European Court of Auditors, the European Ombudsman, the European Data Protection Supervisor, the General Court of the European Union, the European Court of Justice and the Civil Service Tribunal. If requested, personal data can also be disclosed to the European Anti-Fraud Office (OLAF).


	 13/ Retention policy of (categories of) personal data 

The data retention period is foreseen for 10 years after the market participant is deleted from the Register. Different limitation periods for the prosecution of breaches of REMIT are applicable across the European Member States. As a result, it is necessary to retain the data for the period necessary to prosecute such breaches. 

The data retention period for OA’s data is foreseen for 10 years. The data related to particular user account of the OA will be retained for 10 years after deletion of the account in order to preserve the information related to audit trails, system usage, etc. which may be important in case of future potential investigation or other legal proceedings. As already stated above, different limitation periods for the prosecution of breaches of REMIT are applicable across the European Member States.


	 13 a/ time limits for blocking and erasure of the different categories of data 
(on justified legitimate request from the data subject)

Personal data will be erased after 10 years period (for more information on data retention period please see Section 13 above). Such period can be extended if necessary for the purpose of investigation including personal data. 

The access to publicly available data can be blocked.


	 14/ Historical, statistical or scientific purposes 

Not applicable.


	 15/ Proposed transfers of data to third countries or international organisations

Not applicable.


	 16/ The processing operation presents specific risk which justifies prior checking 

Not applicable. 


	 17/ Comments

Not applicable.


	 18/ Measures to ensure security of processing (3)
these measures are described in Article 22 of Regulation 45/2001. 

CEREMP processing the personal data within the Register will be protected by:
· Authenticating users before access to any data is allowed (except for publicly available information);
· Authorising users to access only data they should have access to;
· Maintaining an audit trail of every login to the system as well as keeping the history of any modifications, alterations or deletions;
· Using only encrypted communication channels for transmission of data;
· WEB APPLICATION TOP SECURITY CONTROLS (Security Policy)[footnoteRef:5]; [5:  WEB APPLICATION TOP SECURITY CONTROLS (Security Policy) is attached as an Annex 5 to this Notification.] 

· Prior to CEREMP processing the data from all national registers, the additional security measures prepared by Agency will be at place.

Further, data security is also ensured by adequate rights of access granted only to recipients as defined in Section 12 that have to be involved in the processing of data for the Register and OA data.

· NRAs: (i) Service Level Agreement on CEREMP[footnoteRef:6] (ii) authentication of users by security certificates; [6:  Service Level Agreement on CEREMP is attached as Annex 2 to this Notification. ] 

· Contractors (Lutech, Telekom Slovenije, S&T): protected network access via VPN.

During the processing the data is available only to the persons directly concerned in the procedure of data processing for the Register (i.e. relevant NRA, members of the Market Monitoring Department, and if necessary data processor such as Telekom Slovenia, Lutech). 

If data is publicly available within the Register, there cannot be any unauthorised access.. Data can only be modified, upon request, by the Agency.




	

PLACE AND DATE: Ljubljana, Slovenia; [xx] September 2014

DATA PROTECTION OFFICER: Paul Martinet

INSTITUTION OR BODY: Agency for the Cooperation of Energy Regulators 
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