
 PRIVACY STATEMENT ON DATA PROTECTION – persons registered on CEREMP 

As any other European body, the Agency for the Cooperation of the Energy Regulators (the ‘Agency’) is subject to specific legal obligations concerning the protection of personal data and the processing thereof. 

Thus, all personal data provided by Energy Market Participants in relation to the Centralised European Register of Energy Market Participants (‘CEREMP’) and publication of the European Register of Market Participant (the ‘Register’) is processed by the Agency in accordance with the provisions of Regulation (EC) N° 45/2001 of the European Parliament and of the Council of 18 December 2000 on the protection of individuals with regard to the processing of personal data by the Community institutions and bodies and on the free movement of such data. 

CEREMP 

Identity of the controller in practice 
Mr Volker Zuleger, Head of Market Monitoring Department 
Postal address: 
Agency for the Cooperation of Energy Regulators (ACER) 
Trg republike 3 
SI-1000 Ljubljana, Slovenia 
E-mail: volker.zuleger@acer.europa.eu 


Purpose of processing 
· Establishment and operation of the European register of market participant under Article 9(3), third sentence, of Regulation (EU) No 1227/2011 of the European Parliament and of the Council of 25 October 2011 on wholesale energy market integrity and transparency (‘REMIT’); 
· Publication of the European register of market participants, or extract thereof, in line with Article 9(3) of REMIT (Last Sentence); 
· Provision of information necessary for market participants to complete their registration obligations according to Article 9(1) of REMIT; 
· Improvement of transparency of the wholesale energy markets; 
· Market monitoring purpose under Article 7(1) of REMIT; 
· Data collection purpose under Article 8(1) of REMIT. 

The Agency will receive market participants’ personal data from the national registers, operated by National Regulatory Authorities (‘NRAs’). 

Lawfulness of the processing operation 
In line with Article 5(a) of Regulation 45/2001, the processing is necessary for compliance with a legal obligation to which the controller is subject. 

More in particular, under Article 9(3) of REMIT (Second to Fourth Sentence), the Agency shall establish the Register and shall, in cooperation with NRAs, determine and publish the format in which the NRAs will transmit the information in their national registers to the Agency. Also, NRAs and other relevant authorities shall have access to the Register. 

In addition, in line with Article 9(3) of REMIT (Last Sentence), the Agency may decide to make the Register, or extract of thereof, publicly available provided that commercially sensitive information on individual market participants is not disclosed. 
Finally, the ultimate objective of personal data processing within the Register is a fulfilment of the obligations defined by REMIT in its Article 7 (Market monitoring) and Article 8 (Data collection). 

Recipients of the data processed 
In line with the purposes of data processing, the data is disclosed to the following recipients or categories of recipients: 

· Staff of the Agency working in the Market Monitoring Department; 
· NRAs; 
· Market participants (for their own data); 
· Other entities entitled to access the data under REMIT (i.e. entities defined in Article 10(1) of REMIT i.e. competent financial authorities of the Member States, national competition authorities, ESMA and other relevant authorities). 

On an exceptional basis and after the Agency’s prior consent, personal data might also be disclosed to the following entities:
· Contractors responsible for the development and maintenance of CEREMP; 
· Contractors providing hosting services for CEREMP; and
· Contractors managing the Central Service Desk of the Agency. 

Disclosure of personal data to the above entities is realised in the execution of Framework and Specific Contracts.  Contractors are bound by the confidentiality rules and data protection provisions established therein. 

If appropriate, access may be given to the European Court of Auditors, the European Ombudsman, the European Data Protection Supervisor, the General Court of the European Union, the European Court of Justice, the Civil Service Tribunal, and the European Anti-Fraud Office (OLAF).


The below data laid down in the Decision 01/2012 is proposed to be freely accessible to the public: 

Full name of the market participant (Field 101, Section 1); 
ACER CODE: unique identifier for registration purposes (Field 121, Section 1); 
Address, City, Postal code (Fields 108 to 110, Section 1); 
EIC, BIC, LEI, GS1 (Fields 113 to 116, Section 1); 
State: Member State or Country where the market participant is resident (Field 107, Section 1); 
NRA: NRA which processes the registration (Field 111, Section 1); 
Website: URL of the home page of the website of the market participant (Field 119, Section 1); 
Publication Inside Information: Place of publication of insider information, if different from the website of the market participant (Field 120, Section 1); 
Date of validity: Date of validity of the information collected in Section 1 (Field 123, Section 1). 

Categories of data collected and processed 

The Agency will process the following personal data of the market participants (‘MP’): 
· Full name of the MP; 
· Birth data (Date, City and State); 
· Address (Street, City, Postal code, State); 
· VAT Number; 
· EIC (Energy Identification Code of the MP); 
· BIC (Bank Identifier Code of the MP); 
· LEI - (Legal Entity Identifier of the MP); 
· GS1 - (Global Location Number of the MP within the GS1 coding scheme); 
· Interoperability national code (Code to be defined by the NRAs for country-specific interoperability); 
· Trade Register (Registration number in the national or local trade register and indication of the register); 
· Website (URL of the homepage of the MP website); 
· ACER CODE (unique identifier for registration purposes granted by the Agency). 
As required by Article 9(2) of REMIT, each MP registered under REMIT will be issued with a unique identifier (the "ACER CODE"). The ACER CODE will later enable MP to report data under Article 8 of REMIT. Market participants will also need the list of ACER CODEs in order to provide information relating to Section 4 of registration format (Decision 01/2012) (data related to the corporate structure of the MPs). The ACER CODE will be issued upon the transmission for the first time of the information in the national registers to the Agency, in accordance with the ACER Decision No 01/12. 

The Agency will process the following personal data of the responsible person (‘RP’): 
· Role of the RP as assigned by the MP (possible values: (i) responsible of trading decisions, (ii) responsible of operat. decision, (iii) contact for communications); 
· Role Details (Organisational position of the RP within the MP) 
· Surname and Given name; 
· Address (Street, City, Postal code); 
· E-mail, Telephone, Fax. 

The Agency will process the following personal data of the ultimate controller and/or beneficiary: 
· Name; 
· Address (Street, City, Postal code, State); 
· Birth data (Date, City, State); 
· E-mail, Telephone; 
· Personal Data (fiscal code/Personal security number/ID card number/passport number); 
· Capacity (ultimate controller’s role in case of natural person) (only applicable in case the ultimate controller is a natural person); 
· VAT number. 

Date when processing starts 
Date of the market participant’s registration. 
Data storage and data retention policy 
The data retention period is 10 years after the market participant is deleted from the Register. Personal data will be erased after this 10 years period. Such period can be extended if necessary for the purpose of investigation including personal data. 

What are your rights as a data subject? 
The rights of data subjects are defined by Regulation (EC) No 45/2001. In particular, data subjects have the right of access, rectification, blocking of data, erasure. 

In line with the relevant national law, data subject may request relevant NRA collecting its data to: (i) clarify its rights and (ii) delete or amend such data, if such need arises and is supported. Any modification of data collected by NRAs in registration form, defined under Decision 01/2012, will automatically update such data in the Register. 

Also, in accordance with Article 9(5) of REMIT, MPs shall communicate promptly to the NRA any change which has taken place as regards the information provided in the registration form. 

Further, in relation to personal data within the Register, data subjects can directly request the Agency.Data subjects seeking clarification of their rights or further information should contact the Agency’s data protection officer (DPO@acer.europa.eu).

Data subjects wishing to exercise these rights are requested to contact either the person in charge of the processing (details above), or the Agency’s data protection officer (DPO@acer.europa.eu).

[bookmark: _GoBack]Finally, the data subjects may, at any time, have recourse to the European Data Protection Supervisor (http://www.edps.europa.eu).


